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Detection of False Data Injection Attacks in the State of Charge 
Estimation of Battery Energy Storage Systems

Cybersecurity of  BESS
�‡ BESS are composed by many software and hardware devices from various source
�‡ Commercial BESS are often connected to public internet to receive software patches 

and updates, to communicate with servers for remote monitoring, and to receive 
advanced analytics services from manufacturers

�‡ Network exposure and complex supply chain create alarge surface for cyberattacks
�‡ Goal: design algorithms capable of  detecting false data injection attacks (FDIA) in 

state-of-charge (SoC) estimation
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1. Sandia National Laboratories,  Albuquerque, NM 2. Texas Tech University, Lubbock, TX

Abstract: BatteryEnergyStorageSystems(BESS)integrateInformationTechnologyandOperationalTechnologydevicesfrom multiplevendorsandthatareoftenconnectedto publicnetworks. In faceof these
supplychainandcybersecuritythreats,it is importantto takea security-in-depthapproachto defendESSagainstcyberattacks. Falsedatainjectionattacks(FDIA) haveemergedasa sourceof stealthattackson
sensorsandactuators,wheretheattackerattemptsto causedamageor alteroperationswithoutbeingdetected. In suchscenario,theattackerdesignsanattackvectorthatminimizestheprobabilityof detectionby
traditionalestimationmethods. In thisworkweevaluatepossibleFDIA in BESSandalternativesto detectthemandmitigatetheireffects.

State-of-Charge Estimation Model
�‡ Charge reservoir model with 1st order equivalent circuit given by (1) �² (5):

Results
�‡ To test the effectiveness of  this detector, a model of  a battery based on data from 

Ref. 2 was developed in Simulink, along with a discrete linear KalmanFilter and a 
static SoCestimator.

�‡ An attacker manipulates �E�Õ�Ô�çand �R�Õ�Ô�çmeasurements to increase SoCby 10% at 
t=60s , which are not detected by the static estimator
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Conclusion
�‡ Stealthy FDIA designed for static estimators can affect dynamic SoCestimation 

algorithms
�‡ Adding an innovation-based detector to a SoCestimator can allow detecting step-

type FDIA to states that cannot be detected by static estimators
�‡ Future work:

�‡ Design detectors for more sophisticated attacks and more complex battery 
models

Fig. 1. Components and subsystems of  a BESS.
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Fig. 2. 1st order equivalent circuit.

Fig. 3. Charge reservoir model.

�‡ Linearizing these equations, we obtain the state-space representation:

State of  Charge Estimation
�‡ A simplistic BESS model can be represented by the linear dynamics (1)1,2:

Problem Formulation
�‡ Accurate SoCestimation in BESS is fundamental for effective operation
�‡ Since SoCcannot be directly measured, it is necessary to rely on estimated based on 

available measurements, usually by the battery management system (BMS)
�‡ SoCcan be estimated based on cell/stack voltage and stack current measurements
�‡ One can postulate that a malicious actor can launch cyberattacks on organizations 

manufacturing, operating or maintaining the BESS to alter i
�‡ Attack model:FDIA on sensor data in the BESS to modify its SoC
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�‡ � : vector of  states, �� : system inputs
�‡ �!: vector of  system measurements
�‡ �ï : state transition matrix
�‡ �ð: control input model
�‡ �ñ: observation model
�‡ �ò: control input observation model
�‡ �þ �G���G
F�s : covariance of  state prediction

�‡ Often, a recursive model-based state 
estimator implemented in a computer, 
such as a Discrete KalmanFilter1,2, is 
used to estimate SoC.
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False Data Injection Attacks
�‡ A FDIA that is not detected by residual-based bad data detection methods of  static 

linear state estimators can be obtained if  the malicious actor has knowledge of  the 
�V�\�V�W�H�P�·�V���S�D�U�D�P�H�W�H�U�V���D�Q�G���P�H�D�V�X�U�H�P�H�Q�W�V3

�‡ With that information, it is possible to determine which and by how much 
measurements have to be modified such that the result of  the state estimation 
determined by the attacker is obtained

�‡ Such attack vector, �� �!�	, can be used to modify the estimated state of  a system from 

Ü� to 
Ü� �	by injecting an attack vector in the measurements:

Detection of  FDIA
�‡ To detect (8), the FDI detector (10) based on innovation (9) is designed
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�‡ �ë: SoC
�‡ �R�5: voltage of  capacitor �%�5
�‡ �R�Õ�Ô�ç: battery terminal voltage

Fig. 4. �� �R�Õ�Ô�çand �E�Õ�Ô�ç.
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Fig. 6. �� �R�Õ�Ô�çand �E�Õ�Ô�ç.
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Fig. 5. �R�5 and �5�K�%�:�ë�;.
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Fig. 7. Detector results.
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